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C/C++ H|22| Q& XIS 2 [FSE'18, ICSE'20]
Java '8 ZQIE @F Xt5 =8 [ICSE22]
Python EI® @5F Xt= =3 (in progress)

Solidity H2F @7 A= 2= (in progress)

OCaml Z21212 WX Xt& = [OOPSLA’18, OOSLA’19, FSE’21]



H2e| &e| F

. HZ22| H2|E S22 St= A0{(e.g., C/C++)H|A

Memory-leak (CWE-401): HZ22|E HEF =7l siiA|
Use-after-free (CWE-416): H| 22| L5 &2 slix|
Double-free (CWE-415): 2 2|E 0{2{H Sf{ |

Memory-Leak Use-After-Free Double-Free

p = malloc(1); p = malloc(1); p = malloc(
}é%urn; free(p); free(p);

&;é(p); %}ée(p);

H .
=l

1);



Repository #commits ML  DF

UAF Total “-overflow

linux 721,119 3,740 821
openssl 21,009 220 36
numpy 17,008 58 2
php 105,613 1,129 148
git 49,475 350 19

1,986 6,363 5,092
12 264 61

2 59 53

197 1,449 649
95 442 258

. AZEQ|0] ZEo| F2 {IQI0|X|2t HEtst 50| T2 S

CVE-2017-9798 Optionsbleed - Apache memory leak

@

Citriakn

Linux kernel: CVE-2017-6074: DCCP double-free vulnerability (

From: Andrey Konovalov <andreyknvl () google com>
Date: Wed, 22 Feb 2017 14:28:35 40100

Hi,
This is an announcement about CVE-2017-6074 [1] which is a double-free

vulnerability I found in the Linux kernel. It can be exploited to gain
kernel code execution from an unprivileged processes.

Vulnerability Details : CVE-2017-11274

Adobe Digital Editions 4.5.4 and earlier has an exploitable use after free vulnerability.
Publish Date : 2017-08-11 Last Update Date : 2017-08-16

Collapse All Expand All Select Select&Copy Scroll To Comments Exter

Search Twitter Search YouTube Search Google

— CVSS Scores & Vulnerability Types

CVSS Score -

| TT———— —




Al 1: Linux Kernel

in = malloc(1);
out = malloc(l);
... // use 1n, out
free(out);
free(in);

in = malloc(2):
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
I3
. // use 1n, out
err:
free(in);
free(out);
return;



in = malloc(1);
AI‘E:" I: Linux Ker'nel out = malloc(1);
... // use 1n, out
free(out);
free(in);

in = malloc(2):
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
I
. // use 1in, out
err:
free(in);
free(out);
return;



Al 1: Linux Kernel

in = malloc(1):

out = malloc(1); H 22| gt

... // use 1n, out
free(out);w
free(in);

in = malloc(2):
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;
I
. // use 1in, out
err:
free(in);
free(out);
return;




in = malloc(1):

Al I: Linux Kernel out = mattoc(1}; <JFEEEEN

... // use 1n, out
free(out);w
free(in);

in = malloc(2):
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {
free(in);

goto err;

}

. // use 1n, out
err:
free(in);
free(out); HE2| = 5|
return; (double-free)




in = malloc(1):

Al I: Linux Kernel out = mattoc(1}; <JFEEEEN

... // use 1n, out
free(out);w
free(in);

in = malloc(2):
if (in == NULL) {

goto err;

}

out = malloc(2);
if (out == NULL) {

free(in);\>
goto err;
. // use 1in,) out
err:
free(in)

free(out); HE2| =2 55|
return; (double-free)

}




A3l I: Linux Kernel

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rc1

Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

T — T

in = malloc(1l);
out = malloc(1l);
... // use 1n, out
free(out);
free(in);

in = malloc(2):;

if (in == NULL) {
out = NULL:
goto err;

¥

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL:
goto err;
¥
... // use 1n, out
err:
free(in);
free(out);
return;



A3l I: Linux Kernel

USB: fix double frees in error code paths of ipaq driver

the error code paths can be enter with buffers to freed buffers.
Serial core would do a kfree() on memory already freed.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.24-rc1
Oliver Neukum committed with gregkh on 18 Sep 2007 1 par

=5 LIHZL = 1:
LFEII HAEU=X] =tilst7| M=

in = malloc(1l);
out = malloc(1l);
... // use 1n, out
free(out);
free(in);

in = malloc(2):;

if (in == NULL) {
out = NULL:
goto err;

¥

out = malloc(2);
if (out == NULL) {
free(in);
in = NULL:
goto err;
¥
... // use 1n, out
err:
free(in);
free(out);
return;



A3l I: Linux Kernel

USB: fix double kfree in ipaq in error case

in the error case the ipaq driver leaves a dangling pointer to already
freed memory that will be freed again.

Signed-off-by: Oliver Neukum <oneukum@suse.de>
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>

P master © v4.15-rc1 ... v2.6.27-rct

Oliver Neukum committed with gregkt¥ on 30 Jun 2008 1 parent 35

97l 20| CtA| LF 8= Al

in = malloc(1l);
out = malloc(1l);
... // use 1n, out
free{out):

free(in);

in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
s
free(out);
out = malloc(2);
if (out == NULL) {
free(in);
1n = NULL;
goto err;
I
... // use 1n, out
err:
free(in);
free(out);
return;
10



in = malloc(1)

Al 1: Linux Kernel out = malloc(1):

... // use 1n, out
free(out):
free(in);
memory leak
in = malloc(2):
if (in == NULL) {
out = NULL;
45 Clu{Zo| 2H) 2  goto err;
= A TR0 AHES O=7) HEAY
9-|T T O J—l-OO“ -l HEI_ 9'IT |- = O free(OUt);
out = malloc(2);

USB: fix double kfree in ipaq in error case .
| - o if (out == NULL) {
in the error case the ipaq driver leaves a dangling pointer to already .
freed memory that will be freed again. f ree( in ) ;
Signed-off-by: Oliver Neukum <oneukum@suse.de> ln —_— NULL;
Signed-off-by: Greg Kroah-Hartman <gregkh@suse.de>
goto err;
P master © v4.15-rc1 ... v2.6.27-rct }
Oliver Neukum committed with gregkt¥ on 30 Jun 2008 1 parent 35 / / use l 1 ou -t
H B B ’
err.
free(in);
o| S = A XS n
i =0 CHA| T =H-2 Al free(out);
return;

10



o in = malloc(1);
Al I: Linux Kernel out = malloc(1);
... // use 1n, out
free(out);
free(in);
out = NULL;
in = malloc(2);
if (in == NULL) {
out = NULL;
goto err;
¥
e e e o oueed by xTor doubleTree Freetout);
Signed-off-by: 01:_ver Neukum <oneukum@szse.de> OUt = Ma -L-LOC ( 2 ) ;
S tynee gt ngs Lins Tarialds <torealEseLine foundstion ore if (out == NULL) {
free(in);
in = NULL;
goto err;

P master © v4.15-rc1 ... v2.6.27-rct

Oliver Neukum committed with torvaldion 27 Jul 2008 1 parent 9ee®d8c2

}

... // use 1n, out
err:
free(in);
free(out);
return;

11



. in = malloc(1);
Al 1: Linux Kernel out = malloc(1);
... // use 1n, out
free(out);
free(in);
out = NULL;
in = malloc(2);
2= L2 24| 3: if (in == NULL) {
Q= RAZX|E A= EX0| O out = NULL;
goto err;
}
::: f::::j LTZTT::;?:;?;:T; :iansei :ntroduced by fix for double free f ree ( ou t ) ;
Signed-off-by: Oliver Neukum <oneukum@szse.de> OUt = Ma -L-LOC ( 2 ) ’
S edictfiby1 L Taresis e reslaael4r e fauntgtsarsar if (out == NULL) {
free(in);
in = NULL;
goto err;
}
... // use 1n, out
err.
free(in);
free(out);
return;

P master © v4.15-rc1 ... v2.6.27-rct

Oliver Neukum committed with torvaldion 27 Jul 2008 1 parent 9ee®d8c2

11



v HE22| LF Xt&s 87
O °
¢ SAVER: 22| @= Xtz =~N7
in = malloc(1); in = malloc(1);
out = malloc(1); out = malloc(1);
... // use 1n, out ... // use 1n, out
free(out); freef{out):
free(in); free(in);
in = malloc(2); in = malloc(2);
if (in == NULL) { if (in == NULL) {
goto err; goto err;
+ ¥
free(out);
out = malloc(2): v 7 EFAIA A 1 out = malloc(2);
if (out == NULL) { = x| if (out == NULL) {
free(in); VSWa=T —free{in)=
VOIS HE
goto err; goto err;
+ ¥
. // use 1in, out ... // use 1in, out
err: err:
free(in): // double-free free(in);
free(out);// double-free free(out);

return; return;
12



At2d| 2: Memory Leak in Swoole

1 1nt swTableColumn_add(swTable xtable, ...) {

2 col = sw_malloc(sizeof (swTableColumn));

3 if (type == SW_TABLE_INT)

4 col->size = 1;

5 col->index = table->size;

6 return swHashMap_add(table->columns, ..., col);
7}

8

o 1nt swHashMap_add(swHashMap *hmap, ..., void *data) {
10 node = sw_malloc(sizeof (swHashMap_node));

11 1f (node == NULL)

12 return SW_ERR;

13 node->data = data;

14 swHashMap_node_add(hmap, ... node);

15 return SW_OK;

16}

Memory Leak:
|_ |nfer An object allocated at line 2
becomes unreachable after line 7
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8

o 1nt swHashMap_add(swHashMap *hmap, ..., void *data) {
10 node = sw_malloc(sizeof (swHashMap_node));

11 1f (node == NULL)

12 return SW_ERR;

13 node->data = data;

14 swHashMap_node_add(hmap, ... node);

15 return SW_OK;

16}

Memory Leak:
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At2d| 2: Memory Leak in Swoole

1 1nt swTableColumn_add(swTable xtable, ...) {

2 col = sw_malloc(sizeof (swTableColumn));

3 1f (typé===_SW_TABLE_INT)

4 col->size =3

5 col->index = table->size;

6 return swHashMap_add(table->columns, ...7" col);
7}

8

o 1nt swHashMap_add(swHashMap *hmap, ..., void *data) {
10 node = sw_malloc(sizeof (swHashMap_node)):

11 1f (node == NULL)

12 return SW_ERR;

13 node->data = data;

14 swHashMap_node_add(hmap, ... node);

15 return SW_OK;

16}

Memory Leak:
|_ |nfer An object allocated at line 2
becomes unreachable after line 7




At2d| 2: Memory Leak in Swoole

1 1nt swTableColumn_add(swTable xtable, ...) {

2

3

4

5 col->1naex able->size;

; - e ol SAVER
7}

8

9 1nt swHashMap_add(swHashMap *hmap, ..., void *data) {
10 node = sw_malloc(sizeof (swHashMap_node));

11 1f (node == NULL)

12 return SW_ERR;

13 node->data = data;

14 swHashMap_node_add(hmap, ... node);

15 return SW_OK;

16}

Memory Leak:
I_ |nfer An object allocated at line 2
becomes unreachable after line 7

13
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Al 3: Use-After-Free in Binutils

struct node *cleanup; // list of objects to be deallocated

struct node *first = NULL;

for (...) {
struct node *new = xmalloc(sizeof (*new));
make_cleanup(new); // add new to the cleanup list
new->name = ...;

if (.. {

first = new;

continue; use-after-free
}
/* potential use-after-free: ‘first->namey§ x/
(=) if (first == NULL || new->name != first->name)

continue;
do_cleanups(); // deallocate all objects in cleanup

}

14
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struct node *cleanup; // list of objects to be deallocated cleanup—| 01
struct node *first = NULL;

for (...) {

struct node *new = xmalloc(sizeof (*new));

make_cleanup(new); // add new to the cleanup list
new->name = ...;

if (.. {

first = new;

continue; use-after-free
}
/* potential use-after-free: ‘first->namey§ x/
(=) if (first == NULL || new->name != first->name)

continue;
do_cleanups(); // deallocate all objects in cleanup

}
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Al 3: Use-After-Free in Binutils

struct node *cleanup; // list of objects to be deallocated cleanup—| 01

struct node *first = NULL; ngw
for (...) {
struct node *new = xmalloc(sizeof (*new));
make_cleanup(new); // add new to the cleanup list cleanup—»| 01 [«—first
new->name = ...; ngw
iF (D)«

first = new;

continue; use-after-free
}
/* potential use-after-free: ‘first->namey§ x/
(=) if (first == NULL || new->name != first->name)

continue;
do_cleanups(); // deallocate all objects in cleanup

}
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Al 3: Use-After-Free in Binutils

struct node *cleanup; // list of objects to be deallocated

struct node *first = NULL;
for (...) {

(_

}

struct node *new = xmalloc(sizeof (*new));
make_cleanup(new); // add new to the cleanup list
new->name = ...;

if (.. {

first = new;

continue; use-after-free
3
/* potential use-after-free: ‘first->namey§ =*/
) if (first == NULL || new->name != first->name)

continue;
do_cleanups(); // deallocate all objects in cleanup

cleanup—| 01
new
cleanup—| 01 |[«—first
new
cleanup—+| 01 > 0

first new

14
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Al 3: Use-After-Free in Binutils

struct node *cleanup; // list of objects to be deallocated

struct node *first = NULL;

for (...) {
struct node *new = xmalloc(sizeof (*new));
make_cleanup(new); // add new to the cleanup list
new->name = ...;

if (.. {

first = new;

continue; use-after-free
}
/* potential use-after-free: ‘first->namey§ x/
(=) if (first == NULL || new->name != first->name)

continue;
do_cleanups(); // deallocate all objects in cleanup

}

cleanup—| 01

cleanup—| 01 |[«—first

cleanup—+| 01 > 0

cleanup

first new

NN NN NN NN
01— 02
NN N NN

first new

14
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Al 3: Use-After-Free in Binutils

struct node *cleanup; // list of objects to be deallocated cleanup—| 01

struct node *first = NULL; ngw
for (...) {
struct node *new = xmalloc(sizeof (*new));
make_cleanup(new); // add new to the cleanup list cleanup—»| 01 [«—first
new->name = ...; ngw
iF (D)«

cleanup—+| 01 > 0

first = new;

first new

continue; use-after-free
J . . cleanup |01 02
/* potential use-after-free: ‘first->namey§ x/
(-) if (first == NULL || new->name != first->name) first  new

continue;

cleanup [ 01— 02— 03

do_cleanups(); // deallocate all objects in cleanup
) first new

14
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SAVER7| Mot ufj x|

struct node *cleanup; // list of objects to be deallocated

struct node xfirst = NULL;
for (...) {

struct node *new = xmalloc(sizeof (*new));

make_cleanup(new); // add new to the cleanup list
new->name = ... QUA| B ZQUaHA SR &7

To|| 2ot S

if (.. {

first = new;

(+) tmp = first->name;

continue;

}

/* potential use-after-free: ‘first->name* x/

(-) if (first == NULL || new->name != first->name)
(+) if (first == NULL || new->name != tmp)

}

continue;
do_cleanups(); // deallocate all objed

719

15



SAVER

0Z

=
o

INFER SAVER FooTPATCH [60]
Program kLoC #T #F Pre(s) Fix(s) Gr V't T XT r Xp Fix(s) Gr V1t Ar Xr Grp Xr
rappel (ad8efd?) 2.2 1 0 2.2 0.0 1 1 0 0 0 0 8.9 1 1 0 0 0 0
flex (d3de49f) 22.3 3 4 26.3 2.5 0 0 0 0 0 0 51.0 0 0 0 0 1 1
WavPack (22977b2) 31.2 1 2 44.6 22.1 0 0 0 0 0 0 67.9 0 0 0 0 2 2
Swoole (a4256e4) 43.0 15 3 88.5 10.1 11 11 0 0 0 0 392.5 9 7 0 2 1 1
Ixc (72cc48f) 49.9 3 5 230.6 5.8 3 3 0 0 0 0 179.6 0 0 0 0 1 1
p11-kit (ead7ara) 62.9 33 9 646.2 288.8 24 24 0 0 0 0 566.4 8 7 1 0 2 2
x264 (d4099dd) 73.2 10 0 144.3 9.9 10 10 0 0 0 0 426.9 2 2 0 0 0 0
recutils-1.8 92.0 10 11 144.1 44.4 8 8 0 0 0 0 662.2 3 2 1 0 0 0
inetutils-1.9.4 116.9 4 5 44.8 2.5 4 4 0 0 0 0 182.1 0 0 0 0 0 0
snort-2.9.13 320.8 16 27 2372.0 216.0 11 10 1 0 0 0 46364 3 0 0 3 19 18
Total 814.4 96 66 3743.6 602.1 72 71 1 0 0 0 7173.9 26 19 2 5 26 25

10
programs —
(2-320K)

96

true alarms

false alarms

66
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SAVER A&

INFER SAVER FooTPATCH [60]
Program kLoC #T #F Pre(s) Fix(s) Gr V1t At Xr G X¢ Fix(s) Gr V1 At Xr Gfp Xp
rappel (ad8efd?) 2.2 1 0 2.2 0.0 1 1 0 0 0 0 8.9 1 1 0 0 0 0
flex (d3de49f) 22.3 3 4 26.3 2.5 0 0 0 0 0 0 51.0 0 0 0 0 1 1
WavPack (22977b2) 31.2 1 2 44.6 22.1 0 0 0 0 0 0 67.9 0 0 0 0 2 2
Swoole (a4256e4) 43.0 15 3 88.5 10.1 11 11 0 0 0 0 392.5 9 7 0 2 1 1
Ixc (72cc48f) 49.9 3 5 230.6 5.8 3 3 0 0 0 0 179.6 0 0 0 0 1 1
pl1-kit (ead7ara) 62.9 33 9 646.2 288.8 24 24 0 0 0 0 566.4 8 7 1 0 2 2
x264 (d4099dd) 73.2 10 0 144.3 9.9 10 10 0 0 0 0 426.9 2 2 0 0 0 0
recutils-1.8 92.0 10 11 144.1 44.4 8 8 0 0 0 0 662.2 3 2 1 0 0 0
inetutils-1.9.4 116.9 4 5 44.8 2.5 4 4 0 0 0 0 182.1 0 0 0 0 0 0
snort-2.9.13 320.8 16 27 2372.0 216.0 11 10 1 0 0 0 46364 3 0 0 3 19 18
Total 814.4 96 66 3743.6 602.1 72 71 1 0 0 0 7173.9 26 19 2 5 26 25

SAVER i x| MM: 72 (75%)

L0 oo (8 71, o 1, X|H: 0)

\

96
true alarms
10
programs —>
(2-320K)

66
false alarms



SAVER A&

INFER SAVER FooTPATCH [60]
Program kLoC #T #F Pre(s) Fix(s) Gr V1t At Xr G X¢ Fix(s) Gr V1 At Xr Gfp Xp
rappel (ad8efd?) 2.2 1 0 2.2 0.0 1 1 0 0 0 0 8.9 1 1 0 0 0 0
flex (d3de49f) 22.3 3 4 26.3 2.5 0 0 0 0 0 0 51.0 0 0 0 0 1 1
WavPack (22977b2) 31.2 1 2 44.6 22.1 0 0 0 0 0 0 67.9 0 0 0 0 2 2
Swoole (a4256e4) 43.0 15 3 88.5 10.1 11 11 0 0 0 0 392.5 9 7 0 2 1 1
Ixc (72cc48f) 49.9 3 5 230.6 5.8 3 3 0 0 0 0 179.6 0 0 0 0 1 1
pl1-kit (ead7ara) 62.9 33 9 646.2 288.8 24 24 0 0 0 0 566.4 8 7 1 0 2 2
x264 (d4099dd) 73.2 10 0 144.3 9.9 10 10 0 0 0 0 426.9 2 2 0 0 0 0
recutils-1.8 92.0 10 11 144.1 44.4 8 8 0 0 0 0 662.2 3 2 1 0 0 0
inetutils-1.9.4 116.9 4 5 44.8 2.5 4 4 0 0 0 0 182.1 0 0 0 0 0 0
snort-2.9.13 320.8 16 27 2372.0 216.0 11 10 1 0 0 0 46364 3 0 0 3 19 18
Total 814.4 96 66 3743.6 602.1 72 71 1 0 0 0 7173.9 26 19 2 5 26 25

SAVER ol x| MM: 72 (75%)

L0 oo (8 71, o 1, X|H: 0)

\

96
true alarms \ FootPatch|  HHXI MA: 26 (27%)
10 (MU, IcSE'18) | (RHH: 19, OHM: 2, X|W: 5)
programs —
(2-320K)

66
false alarms



SAVER A&

INFER SAVER FooTPATCH [60]
Program kLoC #T #F Pre(s) Fix(s) Gr V1t At Xr G X¢ Fix(s) Gr V1 At Xr Gfp Xp
rappel (ad8efd?) 2.2 1 0 2.2 0.0 1 1 0 0 0 0 8.9 1 1 0 0 0 0
flex (d3de49f) 22.3 3 4 26.3 2.5 0 0 0 0 0 0 51.0 0 0 0 0 1 1
WavPack (22977b2) 31.2 1 2 44.6 22.1 0 0 0 0 0 0 67.9 0 0 0 0 2 2
Swoole (a4256e4) 43.0 15 3 88.5 10.1 11 11 0 0 0 0 392.5 9 7 0 2 1 1
Ixc (72cc48f) 49.9 3 5 230.6 5.8 3 3 0 0 0 0 179.6 0 0 0 0 1 1
pl1-kit (ead7ara) 62.9 33 9 646.2 288.8 24 24 0 0 0 0 566.4 8 7 1 0 2 2
x264 (d4099dd) 73.2 10 0 144.3 9.9 10 10 0 0 0 0 426.9 2 2 0 0 0 0
recutils-1.8 92.0 10 11 144.1 44.4 8 8 0 0 0 0 662.2 3 2 1 0 0 0
inetutils-1.9.4 116.9 4 5 44.8 2.5 4 4 0 0 0 0 182.1 0 0 0 0 0 0
snort-2.9.13 320.8 16 27 2372.0 216.0 11 10 1 0 0 0 46364 3 0 0 3 19 18
Total 814.4 96 66 3743.6 602.1 72 71 1 0 0 0 7173.9 26 19 2 5 26 25

10
programs —>
(2-320K)

96

/

true alarms \

false alarms

66

SAVER

(KU, ICSE’20)

FootPatch
(CMU, ICSE’18)

il X| MM: 72 (75%)
(RHed: 71, OHH: 1, X|H: 0)

i x| MM: 26 (27%)
(RH: 19, OHF: 2, X|H: 5)

o x] &8 0

16



SAVER A&

INFER SAVER FooTPATCH [60]
Program kLoC #T #F Pre(s) Fix(s) Gr V1t At Xr G X¢ Fix(s) Gr V1 At Xr Gfp Xp
rappel (ad8efd?) 2.2 1 0 2.2 0.0 1 1 0 0 0 0 8.9 1 1 0 0 0 0
flex (d3de49f) 22.3 3 4 26.3 2.5 0 0 0 0 0 0 51.0 0 0 0 0 1 1
WavPack (22977b2) 31.2 1 2 44.6 22.1 0 0 0 0 0 0 67.9 0 0 0 0 2 2
Swoole (a4256e4) 43.0 15 3 88.5 10.1 11 11 0 0 0 0 392.5 9 7 0 2 1 1
Ixc (72cc48f) 49.9 3 5 230.6 5.8 3 3 0 0 0 0 179.6 0 0 0 0 1 1
pl1-kit (ead7ara) 62.9 33 9 646.2 288.8 24 24 0 0 0 0 566.4 8 7 1 0 2 2
x264 (d4099dd) 73.2 10 0 144.3 9.9 10 10 0 0 0 0 426.9 2 2 0 0 0 0
recutils-1.8 92.0 10 11 144.1 44.4 8 8 0 0 0 0 662.2 3 2 1 0 0 0
inetutils-1.9.4 116.9 4 5 44.8 2.5 4 4 0 0 0 0 182.1 0 0 0 0 0 0
snort-2.9.13 320.8 16 27 2372.0 216.0 11 10 1 0 0 0 46364 3 0 0 3 19 18
Total 814.4 96 66 3743.6 602.1 72 71 1 0 0 0 7173.9 26 19 2 5 26 25

i x| MM: 72 (75%)
(RHed: 71, OHH: 1, X|H: 0)

96
true alarms \ FootPatch|  HIXI MA: 26 (27%)
10 (cMu, IcsE’18) [ (2HH: 19, 9tH: 2, X|H: 5)
programs — |— Infer
(2-320K) Tx| MA: 0
66
false alarms \ FootPatch x| i M- 26

(CMU, ICSE’18) (2HH: 1, X|H: 25)




SAVER %tE S|

in = malloc(1); in = malloc(1);
out = malloc(1); out = malloc(1);
... // use 1n, out ... // use 1n, out
free(out); free{out):
free(in); ~ free(in);

in = malloc(2);

in = malloc(2); A @
- SMT if (in == NULL) {

if (in == NULL) { m=ad
=

goto err; » s L 4 » goto err;
I ¥
e free(out);
out = malloc(2); ® LK 3 out = malloc(2);
if (out == NULL) { if (out == NULL) {
free(in); Exact Cover Problem —free(in);
goto err; (NP-complete) goto err;
¥ ¥
. // use 1n, out ... // use 1n, out
err: err:
free(in); // double-free free(in);
free(out);// double-free free(out);

return; return;
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Null Pointer Exceptions (NPEs)

o JavaOllM 7t% =79|

o OIEZO0|E exception 720 2F 40%

® Mozila,Apache H|Z2| 2F & < 37%

Showing 15,546 available commit results ®

apachefflink

=|LL—
téfkclsl O |': 9-%— o Top 10 Java Errors by Frequency were

[FLINK-17315][checkpointing] Fix NPE in unaligned checkpoint aft

pnowojski committed 9 days ago

apache/skywalking

Fix npe in afterMethod/handleMethodException of kafka/finagle pl

huangyoje committed 19 days ago v

apache/shardingsphere
fix npe of sharding-proxy startup. (#5548)

cherrylzhao committed 2 days ago X

apache/shardingsphere

fixes NPE after metadata without configured changed
menghaoranss committed 7 days ago

apache/shardingsphere

Fixes #5467 (#5472) -

DreamerBear committed 5 days ago

—

Apache NPE Fix Commits (5% 15%)

o [NullPointerException
o NumberFormatException
o lllegalArgumentException
o RuntimeException

Showing 16,056 available commit results ®

or view all results on GitHub

apache/beam

Merge pull request #13361 from Fix NPE in CountingSource -

boyuanzz committed 22 days ago X h XH E r m | A1
Apache Aff’

apachefranger

RANGER-3108:NPE in RangerPolicyRepository.init I LH E O I' O I: I OOO

rameeshm committed 22 hours ago X I o I —I

apache/shardingsphere-elasticjob 7* O | N PE A I-I
Avoid NPE in HandlerMappingRegistry (#1763) [ I I O

TeslaCN committed 6 days ago +*

apacheftapestry-5
Fixing JavaDoc NPE coming out of nowhere
thiagohp committed 11 days ago X

apache/shardingsphere-elasticjob
Add null check in SnapshotService to avoid NPE (#1734) ..

TeslaCN committed 13 days ago

Apache NPE Fix Commits (12& 10¥)

T — B

|18



He2lX|. SHIE= NPE 1 x|?

public StrBuilder appendFixedWidthPad(Object obj, int width, char padChar)

{
String str = (obj == null ? getNullText() : obj.toString());

int strLen = -();

Null Pointer Exception

this.size += width;
return this;

19



BTIK|: SHHE NPE Ti{X|?

String str = (obj == null ? getNullText() : obj.toString());

int strLen = str.length(); t width, char padChar)

} 8());
this.size += width:
return this;

' i NUll PoINTer EXcepuuii

this.size += width;
return this;

19



BTIK|: SHHE NPE Ti{X|?

String str = (obj == null ? getNullText() : obj.toString());

char padChar)

String str = (obj == null ? getNullText() : obj.toString());
this.si; int strLen = str.length();
return
e this.size += width;
return this;

return this;

19



EelX]: SHIE NPE i x|?

String str = (obj == null ? getNullText() : obj.toString());

String str = (obj == null ? getNullText() : obj.toString());

this.sij Int str

return
e this.sii
return
wumssse  Lhis.size += width;

return: return this;

int strLen = str.length();

char padChar)

I . String str = (obj == null ? getNullText() : obj.toString());

} T — T ———————

19



EelX]: SHIE NPE i x|?

String str = (obj == null ? getNullText() : obj.toString());

String str = (obj == null ? getNullText() : obj.toString()); char padChar)

. String str =

(obj == null ? getNullText() : obj.toString());

this.si; intstr r
return - ' String str = (obj == null ? getNullText() : obj.toString());
e this.sii  INT ST

return .-

sumsssw LSSt strlen = str.length();

return return
} T this.size += width;
' return this;
|
1 — T

19



EelX]: SHIE NPE i x|?

String str = (obj == null ? getNullText() : obj.toString());

String str = (obj == null ? getNullText() : obj.toString()); char padChar)

I String str = (obj == null ? getNullText() : obj.toString());

this.si; intstr r
returr .- _ String str = (obj == null ? getNullText() : obj.toString());
. this.sii Intstr

unsesz  this.Sii jnt strLen = str.length();
return return
} ™ this.size += width;
return this;

71&7|s: 2F 8 BM 2 HAE AHO|AZF F=O{ZICHD 7HY
=> NPEX: Repairing NPEs without Tests

19



Null Handling : [1100] * null.toString() =~ null

Code Mining | —— E [0011] * null.toString() ~

Codebase Null-Spec SAvA |
/ Model v/

Specification - Specification

Lﬁ Inference — Verification \
Prog Spec.
Errortrace \ JMA

: synthems A B
Candidate Candldate Rejected
faults patches

20



OCaml Z2 12| 1Ko SE

e Arithmetic expressions:  type aexp =

Const of int

Var of string

Power of (string * int)
Sum of aexp list

Times of aexp list

e Symbolic differentiation:

let rec diff (e, x) =
match e with
Const n —> Const O
Var y —> if (x <> y) then Const 0 else Const 1
Power (y, n) —> if (x <> y) then Const @ else Times [Const n; Power (y, n-1)]
Sum lst —>
(match 1st with
| [hd] —> diff (hd, x)
| hd::tl —> Sum [diff (hd, x); diff (Sum tl, x)1)
| Times 1st —>
(match 1st with
| [hd] —> diff (hd, x)
| hd::tl —> Sum [Times ((diff (hd, x))::tl); Times[hd; diff (Times t1l, x)11])

21
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OCaml T2 12 3H|0f| S &

let rec diff : aexp * string -> aexp
= fun (exp, x) ->
match exp with
| Const(i) -> Const(@)
| Var(s) -» if s=x then Const(1) else Var(s)
| Power(s, i) ->
if s=x then if i>2 then Times[Const(i); Power(s, i-1)] else Times[Const(i); Var(s)]
else Power(s, i
Times(al) ->
let rec timeiter lst =
match lst with
103 > [1
|hd::tl ->
(match hd with
|Const(i1) -> Const(il)
|_ -> diff(hd, x)
J::(timeiter tl)

in
Times(timeiter al)
Sum(al) ->
let rec sumeval lst =
match 1lst with
I[1 -> 11
|hd::tl -> if hd=Const(@) then sumeval tl else hd::sumeval tl

in
let rec sumiter lst =
match 1lst with
101 - [
|hd::tl == diff(hd, x)::(sumiter tl)
in
Sum(sumeval (sumiter al))

22



OCaml Z212d T}H|0] 2L

o O

let rec diff : aexp * string -> aexp
= fun (exp, x) ->
match exp with
| Const(i) -> Const(@)
| Var(s) -» if s=x then Const(1) else Var(s)
| Power(s, i) ->
if s=x then if i>2 then Times[Const(i); Power(s, i-1)] else Times[Const(i); Var(s)]
else Power(s, i)
Times(al) ->

let rec timeiter lst =
match lst with
101 -> 0]
|hd::tl ->
(match hd with
|Const(i1) -> Const(il)
|_ == diff(hd, x)
J::(timeiter tl)

in
Times(timeiter al)
| Sum(al) -=

let rec sumeval lst =
match 1lst with
111 -> [2
|hd::tl -> if hd=Const(@) then sumeval tl else hd::sumeval tl
in
let rec sumiter lst =
match 1st with
101 - [
|hd::tl == diff(hd, x)::(sumiter tl)
in
Sum(sumeval (sumiter al))

let let rec dif_all_lst = fun lst x ->
i match Ist with
113-=01

tl 1st) s k= h List.hd 1st with
o « num_x (List.t]l 1st) s else @ +num_x Const x° -> [Const @]edif_all_lst

t.tl lst) =

Ivar x* -» if x'= x then [Const 1 st.tl 1st) else [Const @)edif_all_lst (List.tl
1+ num_x (List.tl Ist) s else @ snum_x (List.t] 1st) s 1st) =
|Const 2 a'=0 then @ elss @ +num_x (List.tl 1st} 3;; I5um a* -> if mum_x a' x =8 then [Const 8] else dif_sums_lst a' x @ dif_all_lst (List.tl
1 ®
le dif_times_lst = fun Ist x -> Power{a' b')-> if a° = x the 1 b' with

h List.hd Ist with 1=->[Const 1]@dif_all_lst (List.tl lst) x

->[Times[Const b';Power{a',b'-13]]8dif_all_lst (List.t]
Jedif_times_lst (List.tl lst) x 1st) x

|Const x' -> [Const x"]8dif_times_lst (List.tl Ist) x
|¥ar x* => if %" = x then (List.tl 1st) else [

else [Const @]

ITimes a' => [Times(dif_Times a' x}]
¢ dif_Times = fun 1st x ->

h num_x 1st x with

|8-> [Const @]

n f_times_lst 1st x

|->[Const (num_x lst x)Jedif_times_Ist Ist x;;

t rec diff : aexp * string -> aexp

{oxp, 1) >

h exp with
> Const @

Const 1 else Const @

let rec dif_sums_lst = fun lst x <>

1st a' x)
h 1st with

a' = x then match b' with

|1=>Const 1

|_->Times[Const b';Power(a' b'-1)]
else Const @

h List.hd 1st with
|Const x

Bdif_sums_1st (List.t] Ist) x

|var x' - if x'= [Const 13 (List.tl 1st) else [Const @ladif_sums_lst (List.tl |Times a' => Times (dif_all_lst a* x);;
lst) x

|Sum a* if um_x a* x =@ then [Const @) else dif_sums_lst a* x @ dif_sums_lst
{ tl 1st) =

|Power{a’,b'}=> if a' = x then match b' with

t 1adif_sums_lst (List.tl Mst) =

>[Times[Const b';Power(a' b'-1)]]18dif _sums_lst
(List.tl 1st) x

else [Const @];;




OCaml =222 2}H|0]] S

let rec diff : aexp * string -> aexp type aexp = (
= fun (exp, x) -> |CONST of int match (hd, diff_hd, tl, diff_tl) with
match exp with | VAR of string _ | (CONST p, CONST s, [CONST rl, CONST q) -> CONST (p*q + r#s)
| Const(i) -> Const(®) : ?g:‘:i: Z: Z‘;;lng_* int | (_CONST'p, _, _, CONST q) ->
p list if (diff_hd = CONST @ || t1 = [CONST @1) then CONST (p*q)
| Var(s) -» if s=x then Const(1) else Var(s) | SUM of aexp list else SUM [CONST(p*q); TIMES(diff_hd::t1)]
| Power(s, i) -> | (_, CONST s, [CONST rl, _) ->
if s=x then if i>2 then Times[Const(i); Power(s, i-1)] else Times[Const(i); Var(s)] type env = (string * int x int) list if (hd = CONST @ || diff_tl = CONST @) then CONST (rxs)
else SUM [TIMES [hd; diff_t1]; CONST(r#*s)]
else Power(s, let diff : aexp % string -> aexp S
| Times(al) -> = fun (aexp, x) -> if (hd = CONST @ || diff_tl = CONST @) then TIMES(diff_hd::tl)
let rec timeiter lst = else if (tl = [CONST @] || diff_hd = CONST @) then TIMES [hd; diff_tl]
match 1st with let rec deployEnv : env -> int -> aexp list else SUM [TIMES [hd; diff_t1]; TIMES (diff_hd::tl)]
= fun env flag -> )
1[] -> [1] match env with | [1 -> CONST @
|hd::tl -> | hd::tl -> )
(match hd with - ( | SUM 1st -> SUM(List.map (fun aexp -> doDiff(aexp, x)) 1lst)
. . match hd with in
IConst(:.LU > Const(il) FIxM L. I, ¢, py >
|_ == diff(hd, x) ™ if (flag = @ 8& c = @) then deployEnv tl flag let rec simplify : aexp -> env -> int -> aexp list
): :(timeiter tl) else if (x = "const" && flag = 1 & c = 1) then deployEnv tl flag = fun aexp env flag ->
in else if (p = @) then (CONST c)::(deployEnv tl flag) match aexp with
. . . else if (c =1 & p = 1) then (VAR x)::(deployEnv tl flag) | SUM 1st ->
Times(timeiter al) ( ( S u m 1 s t ) LI} t 1 ) else if (p = 1) then TIMES[CONST c; VAR x]::(deployEnv tl flag) (
| Sum(al) -= LI | else if (c = 1) then POWER(x, p)::(deployEnv tl flag) match 1st with
let rec sumeval lst = else TIMES [CONST c; POWER(x, p)J::(deployEnv tl flag) | (CONST c)::tl -> simplify (SUM tl) (updateEnv ("const", c, @) env @) @
match 1st with ) | (VAR x)::tl -> simplify (SUM tl) (updateEnv (x, 1, 1) env @) @
01 - 0 I [1->11 | (POWER (x, p))::tl -> simplify (SUM tl) (updateEnv (x, 1, p) env @) @
in | (SUM 1st)::tl -> simplify (SUM (List.append lst tl)) env @
|hd::tl -=> if hd=Const(@) then sumeval tl else hd::sumeval tl | (TIMES 1st)::tl ->
in let rec updateEnv : (string * int * int) -> int -> env (
let rec sumiter lst = = fun elem env flag —> let 1 = simplify (TIMES 1st) [] 1 in
match env with 1 with
match 1lst with | (hd::tl) -> >
101 -> [] ( (t = [1) then List.append 1 (simplify (SUM tl) env @)
|hd::tl -> diff(hd, x)::(sumiter tl) match hd with else List.append (TIMES 1::[1) (simplify (SUM tl) env @)
in I ((x, c, p) > |01 ->11
)
Sum(sumeval (sumiter al)) match elem with | [1 -> deployEnv env @
|(x2, c2, p2) —> )
if (flag = @) then | TIMES 1st ->
et rec mmx = fun lst s-> o caf -‘J_i_““ fun lst 3= if (x = x2 & p = p2) then (x, (c + c2), p)::tl (
-—E:.!u.l-_;]L.l;:]:.ﬂ:.-... M' else hd::(updateEnv elem tl flag) match 1lst with
|Times a* => numx a* s + num_x (List.tl 1st) s I- _-" f‘“-"d ist with ) else | (CONST c¢)::tl -> simplify (TIMES tl) (updateEnv ("const", c, @) env 1) 1
|pn...,£.l-‘_‘,- I 5 88 b°= & then b' + num_x (List.t]l 1st) s else @ +num_x =u_|:s:"--, :I:'o"s: Trlfﬁl;(':;iljfl\_ul:“l tl lm-l.-u-.,- S e e o if (x = x2) then (x, (c*c2), (p + p2))::tl | (VAR x)::tl -> simplify (TIMES tl) (updateEnv (x, 1, 1) env 1) 1
: ‘=3 then 1 + numx (List.tl 15t) s else & snum_x (List,t] 1st) s 1st) x else hd::(updateEnv elem tl flag) | (POWER (x, p))::tl -> simplify (TIMES tl) (updateEnv (x, 1, p) env 1) 1
|Const a* <> {f a'=@ then @ else & +num_x (List.tl Ist} s;; 15um .Il;:rx:-' num_x a' x =@ then [Const @] else dif_sums_1st a' x @ dif_all_lst (List.tl ) | (SUM 1st)::tl ->
1P times Tat = fn L5t ¥ =5 |Power(a‘,b')=> 1f a' = x then match b* with ) (
List.hd Ist with L 1IMHT_all Lnc. [Liar,t) Loty x | [1 -> elem::[] let 1 = simplify (SUM 1st) [] @ in
|Const x' -> [Const x"]8dif_times_Ist (List.tl 1st) x ->[Times[Const b’ ;Power(a’' b'-13118dif_all_lst (List.tl . ;
IVar x* => f x* = x then (List.tl 1st} else [Var x'Jedif_times_lst (List.tl lst) x Ist) x mn match 1 with
1=>0]: else [Const 8] | h::t —>
oo g mon |Times a* -> [Times(dif_Times a' x)] let rec doDiff : aexp * string -> aexp if (t = [1) then List.append 1 (simplify (TIMES tl) env 1)
atch mmx 15t X with let rec diff : aexp * string -> aexp = fun (aexp, x) -> else List.append (SUM 1::[]1) (simplify (TIMES tl) env 1)
fe-> r_c.;--st al ; match aexp with | [1 -> [1 (*x Feedback : Replace [] by ((Sum lst) :: tl) %)
:I-;g:F;nv.:l::f;n]:‘hi[x:?muf times_Ist 1st x;; | CONST = CONST 0 )
else Const @ | VAR v -> | (TIMES 1st)::tl -> simplify (TIMES (List.append 1lst tl)) env 1
in 1st & -> GG (Y if (x = v) then CONST 1 | [ -> deployEnv env 1
i |1->Const 1 else CONST @ )
l=> '“"D'"Ll“.“ ’:" llsqlm‘ 'u 2 un ik R e |_-»Times[Const b':Power(a’',b'-1)] | POWER (v, p) -> i
[Var x' -> I K= % then :Culr.sll 198 (List.tl ;sln else [Const 0]adif_sums_lst (List.tl |Times 2" -> Times {(dif.all_lst a* x);; if (p = @) then CONST 0
1s5t) x else if (x = v) then TIMES ((CONST p)::POWER (v, p-1)::[1) let result = doDiff (aexp, x) in
% In Il‘:\(,‘ 8t Kot € when Sl Epme AT R0 AN else CONST @ match result with
palucd it | TIMES 1st -> | SUM _ -> SUM (simplify result [] @)
| TimesIConat. b sPoveras b~ 1511041¢.sums Ist ¢ | TIMES _ => TIMES (simplify result []1)
(List.tl 1st) x match 1st with | _ -> result
lse [Const 0];; 0
e
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